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Abstract. An increasing interest in “Systems of Systems”, that is, Sys-
tems comprising a varying number of interconnected sub-systems, raises
the need for automated verification techniques for dynamic process cre-
ation and a changing communication topology. In previous work, we de-
veloped a verification approach that is based on finitary abstraction via
Data-Type Reduction. To be effective in practice, the abstraction has to
be complemented by non-trivial assumptions about valid communication
behaviour, so-called non-interference lemmata.
In this paper, we mechanise the generation and validation of these kind of
non-interference properties by integrating ideas from communication ob-
servation and counter abstraction. We thereby provide a fully automatic
procedure to substantially increase the precision of the abstraction.
We explain our approach in terms of a modelling language for dynamic
communication systems, and use a running example of a car platooning
system to demonstrate the effectiveness of our extensions.

1 Introduction

The current trend of mobile computing induces complex systems that comprise
a varying number of interconnected sub-systems, for example in ad-hoc net-
working [6] where mobile devices detect other devices within a certain scanning
range and autonomously maintain networks of arbitrary size. Similar principles
are nowadays employed in traffic control systems, e.g. the European Train Con-
trol System [18] defines so-called Radio Block Controllers (RBC) along the track
that are dynamically contacted by trains entering their communication range.
From the viewpoint of an RBC, the responsibility for spontaneously appearing
trains adds a new level of complexity when designing safety-critical systems.

Not surprisingly, automatic verification of systems with dynamic process cre-
ation and destruction is an active research problem. As the number of involved
process within the system is a priori unbounded, finitary abstraction is applied
to obtain a manageable representation of the infinite state system. As demon-
strated in the literature [5, 20], in particular the technique of Data-Type Reduc-
tion (DTR) [12] is suitable for systems with dynamic process creation. Up to
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now, it is however an open problem how DTR can effectively be refined in order
to reduce the large amount of spurious behaviour stemming from the abstraction.

In this paper, we devise an automatic procedure for excluding a typical source
for spurious behaviour in abstractions of communicating systems, namely mes-
sage interferences. We show that the observation of the communication history
allows to identify invalid communication even if the actual status of a commu-
nication partner is blurred by the abstraction. We demonstrate our approach in
terms of a modelling language for Dynamic Communication Systems (DCS) [2],
a proper extension of Communicating Finite State Machines [3] by process cre-
ation and dynamic link topologies. The following example system will be used
throughout the paper in order to demonstrate the ideas of our approach.

Running Example “Car Platooning”. Another real-world example of a DCS is
the car platooning scenario as studied in the PATH project [9]. There, cars
travelling on a highway are supposed to form car platoons, i.e. to establish series
of interlinked cars driving with only little distance. The main manoeuvres are
merge, i.e. a car joins an existing platoon, and split, i.e. a platoon is separated
into unconnected cars again. Figure 1 depicts a snapshot of the car platooning
system. Every car is aware of its current state, i.e. whether it is not involved in
a platoon (free), the last car in a platoon (last), the first car in a platoon (head)
or somewhere in the middle of a platoon (mid). The platoon itself is organised
as a doubly-linked list of wireless communication channels, where a car knows
its front car under the name fc and its back car under the name bc.

ι1 : free ι2 : last ι3 : mid ι4 : head

fc

bc

fc

bc

Fig. 1. Snapshot of the car platooning system where car ι1 approaches a platoon. After
detecting and merging with car ι2, a platoon of size four will be established.

Analysis Approach. Due to the unbounded number of participating processes,
DCS are infinite state systems. In [5, 20], Data-Type Reduction (DTR) has been
shown to be a valuable abstraction for system with dynamic process creation
and destruction, and in [2] we already sketched how DTR applies to the special
case of DCS models.

DTR belongs to the category of heterogeneous abstraction techniques [22]
which allow different parts of the system to be abstracted using different degrees
of precision. The characteristic of DTR is that it maintains the full degree of
precision for a fixed and finite set of processes, and completely dismisses infor-
mation of any other processes. That is, DTR follows spotlight principle [19] by
focusing on a finite set of processes and abstracting the rest into one summary
process that represents the behaviour of any unfocused process.

The advantage of employing these two extrema of precision is that the ab-
stract transition relation can be easily computed by a syntactical transformation



of the system [5]. This is in contract to homogeneous abstraction techniques like
predicate abstraction [16] where the computation of the abstraction itself is
the performance bottleneck. However, the disadvantage of entirely abstracting
the behaviour of unfocused processes is a large amount of spurious behaviour,
i.e. runs in the abstracted system that are not present in the original system.
The spurious behaviour stems from invalid interferences of abstracted processes
with concrete processes. [5] suggests to exclude these unwanted interferences by
adding so-called non-interference lemmata which are of the form

“If some process sends something to me, then it is allowed to do so.”

It is however not obvious whether and how concrete instances of this pattern can
automatically be inferred from the system. Furthermore, once they are found,
the validity of these lemmata has to be proven to be correct for the original (and
thus infinite state) system as additional verification tasks.

In this paper, we devise a technique to automatically generate and integrate
non-interference properties into the DTR abstraction. For this purpose, we keep
track of valid interferences of the summary process. Roughly spoken, for each
message m and concrete process ι, we count the number of summarised processes
that currently may send m to ι. To keep this information finite, we count up to
a finite number and fall back to uncertainty only if this number is exceeded, i.e.
we apply a variant of Counter Abstraction [11] to that part of the system that
normally is completely blurred in the DTR approach.

The process counters themselves are updated based on the communication
between concrete processes and the summary process. The reason why this kind
of communication observation gives enough information in order to precisely
update the process counter is that a communicating system usually exhibits a
causal relationship among the messages, e.g. if a car sends a split command to
me, then I have requested a merge from it beforehand, and in between no split
commands have been exchanged. Thus, a concrete car sending a merge message
to the summary process will increase the counter for valid split interferences
from the summary, and the reception of a split from the summary process will
decrease this counter again.

This paper makes two contributions. Firstly, as a continuation of our work
in [2], we provide a formal definition of DTR for DCS models. Secondly, our
main contribution is a method to automatically generate and integrate non-
interference properties into the abstraction by combining Data-Type Reduction
with a variant of Counter Abstraction.

Structure. Section 2 introduces a concise modelling language for Dynamic Com-
munication Systems (DCS), based on the concepts defined in [2]. Section 3 ex-
plains our approach for analysing DCS models in detail. We start in subsec-
tion 3.1 by formally defining the technique of Data-Type Reduction for DCS
models, and motivate the need for further refinement of the abstraction. Sub-
section 3.2 then describes our method to automatically obtain this kind of re-
finement. Section 4 discusses related work, and Sect. 5 concludes.



2 Dynamic Communication Systems

In [2], we introduce DCS protocols as a modelling language for Dynamic Com-
munication Systems, basically as an extension of Communicating Finite State
Machines [3] by dynamic creation of processes and dynamic topologies. Thereby,
DCS provides for an alternative to the well-known π-calculus [13] in which the
important language constructs of DCS only appear in an encoded form and are
not directly accessible for a tailored analysis (cf. [2]). In this paper, we define a
restricted synchronous variant of DCS protocols that still contains the relevant
features for both adequately modelling DCS and explaining our approach.

DCS Overview. A global DCS state, called topology, comprises a set of processes.
Each process is described by its unique identity and its configuration, that is,
its local state and its links to other processes. A topology can be extended by
adding a process in an initial configuration to it. On the other hand, a process
can disappear from a topology if it is in a fragile configuration (see below).

The behaviour of each of the processes is defined in terms of a DCS protocol
and each process operates on a sole copy of this protocol description, similarly
to instances of classes in object-oriented modelling. A DCS protocol defines the
set of states a process can assume, the set of channels by which a process can
link itself to other processes and the set of messages a process can send and
receive. Transitions among the states are annotated by sending and reception
of messages over channels. A sent message always includes the identity of the
sender process, and the receiver process can store the attached identity into one
of its channels. This is the mechanism to establish links between processes. To
remove an existing link to another process, each transition has a boolean reset
flag indicating whether the corresponding channel is cleared after taking this
transition. To bootstrap the linking procedure as sketched above, a process can
receive a so-called external message that carries some identity from the set of
currently existing processes.

Definition 1 (DCS Protocol). A DCS Protocol is a tuple

P = (Q, A, Ω, χ, Σ, ΣX , succ)

where

– Q is a finite set of states,
– A ⊆ Q is the set of initial states,
– Ω ⊆ Q is the set of fragile states,
– χ is a finite set of channel names,
– Σ is a finite set of message names,
– ΣX ⊆ Σ is the set of external message names, and
– succ ⊆ Q × χ × {!, ?} × Σ × B × Q is the successor relation. ♦

For a transition tr = (q, c, sr, m, r, q′) ∈ succ, we use q(tr), c(tr), sr(tr), m(tr),
r(tr), and q′(tr) to denote the respective components of tr. The transition tr is



called a send transition if sr = ! and a receive transition if sr = ?. The effect of a
send transition is to send the message m to the process stored in channel c. The
effect of a receive transition is to store the identity of the sender of message m

in channel c. In both cases, the process then moves from state q to q′ and clears
the channel c iff the reset flag r is true (cf. Def. 2 below for a formal definition).

free head

fca hca

last mid

?cahead(fc)

fc!merge

?split(fc), ∅

?cahead(fc)

fc!merge

?split(fc), ∅

?merge(bc)

bc!split, ∅

?merge(bc)

Fig. 2. DCS Protocol for platoon merge and split. For channel c and message
m, a send transition is written in the form ‘c!m’ and a receive transition as ‘?m(c)’. If
the reset flag r is set for a transition, this is indicated by the ‘∅’ symbol.

The Running Example. Figure 2 shows the DCS protocol ‘platoon’ implement-
ing the merge and split manoeuvres. It comprises six states, two channels and
three messages where free is the single initial state and the (gray marked) states
free and fca are fragile states. The (underlined) message cahead is an external
message.

The merge manoeuvre starts when a process in state free (a car not involved
in a platoon) or in state head (the head of a platoon) receives the external
message cahead (car ahead). It stores the attached identity in its channel fc
(front car). The process then proceeds to state last (the last car in a platoon)
resp. state mid (in the middle of a platoon) if it can synchronise with the process
denoted by its fc channel on message merge. The process receiving the merge
message proceeds from state free to head resp. from last to mid , thereby storing
the received identity in its channel bc (back car). Repeating these protocol steps
allows to build platoons of arbitrary lengths.

The split manoeuvre is initiated the head of the platoon by synchronising on
split with its back car on the transition from head to free. It thereby removes
the process from its bc-channel. The back car clears its fc-channel on reception



of split. If it is in state last, it moves to state free and the platoon is completely
split. If it is in state mid, it becomes the new head of the platoon and itself
initiates the splitting of the remaining platoon.

DCS Configurations. For the rest of this paper, let Id be a countably infinite
set of process identities. Given a DCS protocol P = (Q, A, Ω, χ, Σ, ΣX , succ), a
configuration of P is a tuple

(q, C)

where q ∈ Q is a state and C : χ ⇀ Id is a partial evaluation of the channels.
A configuration is called initial if q ∈ A and C(c) is undefined for all c ∈ χ.
A configuration is called fragile if q ∈ Ω. The set of all configurations of P is
denoted by L(P).

Having defined a (local) configuration of a DCS protocol, a global configu-
ration, called topology, of P is a partial function T : Id ⇀ L(P). The idea is
that the domain of T , written dom(T ), describes the set of processes existing in
T , and T (ι) yields the (local) configuration of each ι ∈ dom(T ). The set of all
topologies of P is denoted by TId(P).

The Running Example. The snapshot presented in Fig. 1 corresponds to the
following topology

TS = [ι1 7→ (free, [ ]), ι2 7→ (last, [fc 7→ ι3]),

ι3 7→ (mid, [fc 7→ ι4, bc 7→ ι2]), ι4 7→ (head, [bc 7→ ι3])]
(1)

with dom(TS) = {ι1, ι2, ι3, ι4} ⊂ Id.

DCS Semantics. We now specify under which conditions a DCS topology can
evolve. As already sketched, a topology can be extended by a new process, an
existing process can disappear, a process can receive an external message and
processes can communicate among each other.

Definition 2 (Topology Evolution). Let P = (Q, A, Ω, χ, Σ, ΣX , succ) be a
DCS protocol. Two topologies T, T ′ ∈ TId(P) evolve, written T → T ′, if exactly
one of the following four conditions is satisfied:

Process Appearance (PA) A process ι ∈ Id freshly appears, i.e. dom(T ′) =
dom(T )∪̇{ι} and T ′(ι) is initial.

External Message (EM) A process ι ∈ dom(T ) in configuration T (ι) = (q, C)
receives an external message on transition (q, c, ?, m, r, q′) ∈ succ with m ∈
ΣX , i.e. T ′(ι) = (q′, C′) with

C′ =

{

C|dom(C)\{c} if r = true

C[c 7→ ι′] if r = false

for some ι′ ∈ dom(T ) with ι′ 6= ι.



Process Synchronisation (PS) Two processes ιs, ιr ∈ dom(T ) with T (ιs) =
(qs, Cs) and T (ιr) = (qr, Cr) with Cs(cs) = ιr synchronise on transitions
(qs, cs, !, m, rs, q

′
s), (qr, cr, ?, m, rr, q

′
r) ∈ succ, i.e. T ′(ιs) = (q′s, C

′
s) and T ′(ιr) =

(q′r, C
′
r) with

C′
s =

{

Cs|dom(Cs)\{cs} if rs = true

Cs if rs = false

and

C′
r =

{

Cr|dom(Cr)\{cr} if rr = true

Cr[cr 7→ ιs] if rr = false.

Process Disappearance (PD) A process ι ∈ dom(T ) disappears, i.e. T ′ =
T |dom(T )\{ι} and T (ι) is fragile.

In each of the four cases, all processes not involved in the current topology evo-
lution are required to remain the same. ♦

A sequence of topologies (Ti)i∈N0 with Ti → Ti+1 for all i ∈ N0 and T0

being the initial topology, i.e. dom(T0) = ∅, is called a run of P. The semantics
of P, denoted JPK

Id
, is the set of all runs of P. We explicitly use the subscript

Id to denote the concrete semantics which employs an infinite set of available
identities in contrast to modifications of the semantics in later sections.

The Running Example. In Fig. 3, we exemplarily sketch a run of the DCS proto-
col platoon from Fig. 2. Starting at the initial topology, two processes enter the
scene. The first one then receives an external message carrying the identity of
the second one. Both then agree on the merge transition and become a platoon
of size two. The head of the platoon then decides to split again, and disappears
from the scene afterwards.

3 Analysis of Dynamic Communication Systems

We are interested in the formal verification of properties of DCS that can be
expressed as universally quantified first-order formulae in prenex form, i.e.

∀ p1, . . . , pn . φ

where φ is some temporal formula using variables p1 to pn, but with no further
quantification. For example, a desirable property of the platooning system is

∀ p1, p2 . G (p1.bc=p2 → p2.fc=p1) (2)

that is, for all two processes p1 and p2, it is always the case that when process
p1 has p2 as its back car, then p2 has p1 as its front car. For lack of space, we
have to refer the reader to [2] for a detailed description of the DCS property
language called Mett.



T0

(PA)

T1

(PA)

ι1 7→ (free, [ ])
free

ι1

T2

(EM)

ι1 7→ (free, [ ]),
ι2 7→ (free, [ ])

free
ι1

free
ι2

T3

(PS)

ι1 7→ (fca, [fc 7→ ι2]),
ι2 7→ (free, [ ])

fca
ι1

free
ι2

fc

T4

(PS)

ι1 7→ (last, [fc 7→ ι2]),
ι2 7→ (head, [bc 7→ ι1])

last
ι1

head
ι2

fc

bc

T5

(PD)

ι1 7→ (free, [ ]),
ι2 7→ (free, [ ])

free
ι1

free
ι2

T6 ι1 7→ (free, [ ])
free

ι1

Fig. 3. Concrete run of platoon. The first column names the topology and the kind
of evolution (cf. Def. 2) to the next topology. The second column shows the topology
in a formal notation and the third column visualises it in a graph notation.

However, formal analysis of DCS protocols faces the problem that the seman-
tics of a DCS protocol is an infinite set of runs, due to the infinite set of available
identities. A straight-forward approach to enable automated verification is the
restriction to a finite subset of identities. In general, considering only a subset
of identities Id′ ⊆ Id for a DCS protocol P means that the Process Appearance
condition in Def. 2 only picks identities from Id′. We thereby obtain the under-
approximated semantics, denoted JPK

Id′ . As every run with identities Id′ is also
a run with identities Id, we have

JPK
Id′ ⊆ JPK

Id

for any Id′ ⊆ Id (especially if Id′ is a finite subset of Id). Thus the technique
of underapproximation is good for finding errors in the protocol by limiting the
analysis to a finite set of processes, e.g. check if two cars in isolation adhere
to property (2). However, as any influences from processes from Id \ Id′ are
disregarded, the absence of unwanted behaviour in general can not be guaranteed
by considering only finitely many processes. For example, to show that a car
platoon behaves correctly under any influence of arbitrarily many other cars, we
need something stronger.

3.1 Data-Type Reduction for DCS

Data-Type Reduction yields a finite state representation of an infinite state
system by applying the spotlight principle [19], that is, focus on a finite set of
processes and represent these processes precisely. Any information about the
rest, i.e. the processes “in the shadows”, is completely dismissed. To provide a
sound overapproximation of the system, a special identity ⊥ is introduced to



summarise the behaviour of any process that is not in the focus of the spotlight.
Concrete processes will still be able to communicate with ⊥, but no information
about ⊥ will be stored. DTR was originally introduced for the verification of
parameterised systems [12], and has been demonstrated to be suitable for systems
with unbounded dynamic creation and destruction in [5]. In the following, we
formally describe how DTR applies to Dynamic Communication Systems as
defined in the previous section.

Abstract DCS Configurations. For the rest of the paper, let Id′ ⊂ Id be a finite
subset of identities. Given a protocol P = (Q, A, Ω, χ, Σ, ΣX , succ), an abstract
configuration of P is a tuple (q, C♯) where q ∈ Q is a state and C♯ : χ ⇀ Id′∪{⊥}
is a partial evaluation of the channels. The set of all abstract configurations of P

is denoted by L♯(P). An abstract topology of P is a partial function T ♯ : Id′ ⇀

L♯(P), and the set of all abstract topologies of P is denoted by T ♯
Id′(P).

The DTR abstraction of a topology T ∈ TId(P) with respect to Id′, denoted
αId′(T ), is basically a restriction of the domain of T to Id′. Additionally, all
remaining local configurations (q, C) in ran(T |Id′) are modified such that each
channel c ∈ χ with C(c) ∈ Id \ Id′ is set to C(c) = ⊥.

The Running Example. The DTR abstraction of the topology (1) of Fig. 1 with
respect to {ι1, ι2, ι3} yields the abstract topology

[ι1 7→ (free, [ ]), ι2 7→ (last, [fc 7→ ι3]), ι3 7→ (mid, [fc 7→ ⊥, bc 7→ ι2])], (3)

that is, ι4 has disappeared from the domain and the fc link of ι3 is set to ⊥.

DTR Semantics of DCS. The evolution of abstract topologies is based on the
evolution of concrete topologies as defined in Def. 2 as follows. Firstly, two mod-
ification are to be made, namely that Process Appearance only creates processes
from the finite set Id′, and External Messages can also carry the abstract identity
⊥. Secondly, the possibility to synchronise a concrete process with ⊥ is added,
such that messages can be send to and received from the abstract process.

Definition 3 (DTR Topology Evolution). Let P = (Q, A, Ω, χ, Σ, ΣX , succ)

be a DCS protocol. Two topologies T
♯
1 , T

♯
2 ∈ T ♯

Id′(P) evolve under DTR, written

T
♯
1  T

♯
2 , if T

♯
1 = T

♯
2 , or T

♯
1 → T

♯
2 by (PS) or (PD) as defined in Def. 2, or if

exactly one of the following conditions is satisfied:

Process Appearance (PA) A process ι ∈ Id′ freshly appears, i.e. dom(T ♯
2) =

dom(T ♯
1)∪̇{ι} and T

♯
2(ι) is initial.

External Message (EM) A process ι ∈ dom(T ♯
1) in configuration T

♯
1(ι) =

(q, C♯
1) receives an external message on transition (q, c, ?, m, r, q′) ∈ succ

with m ∈ ΣX , i.e. e T
♯
2(ι) = (q′, C♯

2) with

C
♯
2 =

{

C
♯
1|dom(C♯

1)\{c} if r = true

C
♯
1[c 7→ ι′] if r = false

for some ι′ ∈ dom(T ♯) ∪ {⊥} with ι′ 6= ι.



Send to Summary (SS) A process ι ∈ dom(T ♯
1) in configuration T

♯
1(ι) =

(qs, C
♯
1) with C

♯
1(cs) = ⊥ synchronises with ⊥ on transitions

trs = (qs, cs, !, m, rs, q
′
s) ∈ succ

trr = (qr, cr, ?, m, rr, q
′
r) ∈ succ

i.e. T
♯
2 (ι) = (q′s, C

♯
2) with

C
♯
2 =

{

C
♯
1|dom(C♯

1)\{cs}
if rs = true

C
♯
1 if rs = false.

Receive from Summary (RS) A process ι ∈ dom(T ♯
1 ) in configuration T

♯
1(ι) =

(qr, C
♯
1) synchronises with ⊥ on transitions

trs = (qs, cs, !, m, rs, q
′
s) ∈ succ

trr = (qr, cr, ?, m, rr, q
′
r) ∈ succ

i.e. T
♯
2 (ι) = (q′r, C

♯
2) with

C
♯
2 =

{

C
♯
1|dom(C♯

1)\{cr}
if rr = true

C
♯
1[cr 7→ ⊥] if rr = false.

In each case, all processes not involved in the current topology evolution are
required to remain the same. ♦

A sequence of abstract topologies (T ♯
i )i∈N0 with T

♯
i  T

♯
i+1 for all i ∈ N0 and

T
♯
0 being the initial topology, i.e. T

♯
0 = T0, is called an abstract run of P. The

abstract semantics of P, denoted JPK
♯

Id′ , is the set of all abstract runs of P.

The Running Example. An abstract run of platoon with a single identity ι1 is
shown in Fig. 4. Clearly, the underapproximated semantics with a single identity
does not comprise a topology where the single process reaches the state last as
there is no other process to merge with.

Note that Def. 3.(RS) reveals the very coarse abstraction employed by the
DTR approach, as no constraints about the relation between ⊥ and the receiver
process ι are required. The summary process ⊥ can send any message, as long
there is a corresponding sending transition trs somewhere in the DCS protocol.
However, the benefit of DTR is that computing the abstract system is as easy
as computing the underapproximated system, as Def. 3 only considers the local
information of finitely many processes.

DTR provides a sound abstraction for DCS as follows. The abstraction of a
concrete run σ = (Ti)i∈N0 ∈ JPK

Id
, denoted αId′(σ), is the sequence of abstracted

topologies (αId′(Ti))i∈N0 . Then we have:



T
♯
0

(PA)
*

⊥

T
♯
1

(EM)

ι1 7→ (free, [ ])
free

ι1
*

⊥

T
♯
2

(SS)

ι1 7→ (fca, [fc 7→ ⊥])
fca

ι1
*

⊥

fc

T
♯
3

(RS)

ι1 7→ (last, [fc 7→ ⊥])
last

ι1
*

⊥

fc

T
♯
4

ι1 7→ (free, [ ])
free

ι1
*

⊥

Fig. 4. Abstract run of platoon. The first column names the topology and the kind
of evolution (cf. Def. 3) to the next topology. The second column shows the topology
in a formal notation and the third column visualises it in a graph notation.

Theorem 1 (Soundness of DTR abstraction). Let P be a DCS protocol.
The abstraction of each concrete run of P is an abstract run of P, i.e.

σ ∈ JPK
Id

=⇒ αId′(σ) ∈ JPK
♯

Id′ ♦

Proof. For any T1, T2 ∈ TId(P), we can show T1 → T2 =⇒ αId′(T1) αId′(T2)
by close examination of the four cases from Def. 2. It is straight-forward to see
that the abstract evolution to αId′(T2) according to Def. 3 preserves the same
information concerning the summary process ⊥ as the abstraction of the concrete
topology T2 does, namely links to ⊥ but no information about ⊥ itself. ⊓⊔

Theorem 1 states any behaviour of a finite subset of identities Id′ that is
possible in the concrete semantics, is also possible in the abstract semantics.
Note that this kind of behaviour preservation is best suited to analyse universally
quantified DCS properties of the form ∀ p1, . . . , pn . φ, as these properties express
relationships among finitely many processes. In fact, the heuristic of the DTR
approach to determine the set of concretely represented processes is to choose
Id′ ⊂ Id such that |Id′| = n. If φ can be proven correct for a concrete binding
of pi to Id′, symmetry arguments allow to conclude the correctness of the whole
first-order formula for the original system. This concluding step is known under
the term Query Reduction [21].

However, DTR abstraction is not complete, i.e. in general there are abstract
runs σ♯ in JPK♯

Id′ for which no concrete run σ ∈ JPK
Id

with αId′(σ) = σ♯ exists.
Moreover, the maximal coarse abstraction of unfocused processes allows for a
large amount of spurious behaviour, that in practice often prevents to success-
fully prove relevant properties of the systems via DTR (cf. [2]).

The Running Example. To see an example of such spurious behaviour, consider
the topology T4 as shown in Fig. 3. The abstract evolution according to Def. 3
allows the abstract process to send a split message to process ι1, i.e. the topology

[ι1 7→ (last, [fc 7→ ι2]), ι2 7→ (head, [bc 7→ ι1])] (4)



may evolve under DTR by Def. 3.(RS) to the topology

[ι1 7→ (free, [ ]), ι2 7→ (head, [bc 7→ ι1])], (5)

that is, ι1 has “stealthily” split from his front car ι2. Note that we thereby have
reached a topology violating property (2), but we do not a priori know whether
we encountered spurious or valid behaviour in order to reach this topology. By
manually investigation of the platoon protocol, we can identify the interference
of the summary as spurious as only the front car is supposed to initiate the
splitting from its back car. In the setting above however, some car completely
unrelated to car ι1 has requested the split.

Wrapping Up. Intuitively, DTR turns the falsification capabilities of the un-
derapproximated semantics into a proper verification techniques by putting the
isolated finite set of identities into an environment that summarises an arbitrary
number of other processes. However, this summary process shows in general
more behaviour than the processes it summarises. Thus to be effective for ver-
ification, DTR abstraction needs a sound refinement of the summary process’
behaviour. As sketched in the introduction, the integration of non-interference
lemmata gives a good intuition of “what to do”, but it does not provide a method
of “how to do so”. In the next section, we show how to automatically generate
non-interference properties that effectively eliminate spurious behaviour from
DTR abstractions, thus turning the manual investigation sketched above into
an automatic procedure.

3.2 Refining Data-Type Reduction by Process Counting

The spurious example from the last section shows that the DTR abstraction
allows for message interferences of completely unrelated processes. Intuitively,
the reason for this artifact of the abstraction is that no information about the
relation from summarised processes to concrete processes, i.e. no links from ⊥
to processes from Id′, is maintained.

However, a characteristic of DCS is that links are established via message
communication, thus the validity of a message interference from ⊥ to some ι′ ∈
Id′ depends on prior communication among ι′ and ⊥. We exploit this fact by
maintaining information about the summary process in terms of messages that
have been “enabled” by prior communication between ⊥ and processes from Id′.

For this, note that we can (statically) derive from a DCS protocol which
messages are next to be send over some channel c if a process is in state q.
Consider the DCS example depicted in Fig. 5. The next messages a process in
state q2 can send over channel c1 are ma and mb. From state q5, the next enabled
message for channel c1 is only mb. Thus a concrete process ι′ sending m1 to ⊥
enables the set {ma, mb}, and sending m2 enable the set {mb}. Note that both
sets can be enabled in one topology (although one process cannot be in state
q2 and q5 simultaneously) as ⊥ represents multiple processes. In addition to
communication from ι′ to ⊥, also ⊥ sending a message that has been enabled



q3
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?m2(c1)

c1!ma
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c1!mc

c2!md

Fig. 5. Artificial DCS Protocol to demonstrate the concept of enabled messages.

before alters the set of enabled messages. Clearly, sending back ma to ι′ will
disable the complete set {ma, mb}. The consequence of sending back mb to ι′

is more difficult to see, as we cannot decide whether this particular sending of
mb has been enabled by itself upon reception of m2, or together with ma by
reception of m1. Thus both alternatives have to be considered, i.e. one possible
update of enabled message is to disable the set {mb}, the other to disable the
set {ma, mb}. Sending messages from ⊥ to Id may also enable new message
sending, e.g. sending message ma will enable the set {mc}. As a final remark,
note that sending m3 to ⊥ must no enable {md} as the channel c2 is cleared
upon reception of m3.

Unfortunately, we cannot maintain the complete information of enabled mes-
sage sets as described above, as one set can be enabled many times at once. For
example, process ι′ sending m2 twice enables the set {mb} twice, namely for
two different processes represented by ⊥. A natural solution to avoid infinite
counting is to do finite counting up to some K and fall back to uncertainty if
the counter exceeds K, i.e. to apply Counter Abstraction [11].

Formalising the approach. In the following, let P = (Q, A, Ω, χ, Σ, ΣX , succ) be
a DCS protocol. A sequence of transitions tr0tr1 . . . trn is called a transition path
of P if q′(tri) = q(tri+1) for all 0 ≤ i < n. The set of all paths of P is denoted by
Paths(P). The set EP(q, c) determines the set of messages which are the next to
be send over channel c if a process is in state q, according to succ.

EP(q, c) = {m ∈ Msgs | ∃tr0tr1 . . . trn ∈ Paths(P) : q(tr0) = q ∧ c(trn) = c∧

m(trn) = m ∧ sr(trn) = ! ∧ ∀ 0 ≤ i < n : c(tri) 6= c}

For each concretely represented process ι′ ∈ Id′ and set of messages M ⊆ Σ,
we keep track of those processes from Id \ Id′ that are able to send some m ∈ M

to ι′. That is, given a concrete topology T ∈ TId(P), we define the set of potential
communication partners (CP) for ι′ ∈ Id and M ⊆ Σ as

CPT (ι′, M) := {ι ∈ Id \ Id′ | T (ι) = (q, C) ∧ ∃c ∈ χ : C(c) = ι′ ∧ M = EP(q, c)}.



The keep the information finite, we do not keep track of the process identi-
ties themselves, but rather we only count the number of processes in each set
CPT (ι′, M) up to a finite number K as follows. Let NK := {0, 1, . . . , K,∞}. The
order ≤K is defined on NK as n1 ≤K n2 iff n2 = ∞ or n1 ≤ n2 ≤ K. Addition
and subtraction in NK are defined as follows:

n1 ⊕K n2 :=

{

∞ if n1 = ∞∨ n2 = ∞∨ n1 + n2 > K

n1 + n2 else

n1 ⊖K n2 :=











∞ if n1 = ∞

0 if n1 6= ∞∧ n2 = ∞∨ n1 − n2 < 0

n1 − n2 else

A process counter of P assigns a value to a pair of identity and set of messages,
i.e. it is a function Π : (Id × 2Σ) → NK . The set of all process counters of P is
denoted PC(P). Given two process counters Π1, Π2 ∈ PC(P), we say that the
counter Π1 is smaller than Π2, written Π1 �K Π2, if Π1((ι, M)) ≤K Π2((ι, M))
for all ι ∈ Id′ and M ⊆ Σ. The addition of Π1 and Π2, denoted Π1 ⊕K Π2, is
defined pointwise as (Π1 ⊕K Π2)((ι, M)) := Π1((ι, M)) ⊕K Π2((ι, M)) for all
ι ∈ Id′ and M ⊆ Σ.

For a given concrete topology T ∈ TId(P), we compute the derived process
counter with respect to Id′, written πId′(T ), for ι′ ∈ Id′ and M ⊆ Σ as

πId′(T )((ι′, M)) =

{

∞ if |CP(ι′, M)| > K

|CP(ι′, M)| else.

Figure 6 depicts a topology with two sets of communication partners. We
assume that the processes ι3, ι4, ι6, ι7 are in a situation that allows them to send
some message from M1 to ι1 in the future. For ι2, the processes ι7 and ι8 may
send some message from M2. When abstracting this topology, only the process
counter will be maintained, e.g. for K = 3 we obtain Π((ι1, M1)) = ∞ and
Π((ι2, M2)) = 2.

Using process counters. The derived process counter represents the most precise
information we can get from a topology T in terms of process counting. Unfor-
tunately, when performing the abstract evolution according to Def. 3 we cannot
compute the derived process counter directly as we have no information about
the configurations of processes from Id\ Id′. Thus the main problem to be solved
is how to (precisely) update the process counter based on the information that
is present in the abstract topology evolution. As sketched in the beginning of
the section, a concretely represented process sending a messages to ⊥, i.e. to
some process Id \ Id′ in the original system, will enable ⊥ to communicate with
ι′ afterwards, as it can store the identity Id′ in one of its channel. That is, the
corresponding counters for the enabled messages have to be increased.

On the other hand, a counter for a pair of process ι′ and set of messages M

has to be decreased after ⊥ has sent a message m ∈ M to ι′. However, if the
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ι6 ι7 ι8

ι9

. . .
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CP(ι1, M1)

CP(ι2, M2)

Fig. 6. Communication Partners in a concrete topology. After abstracting with
respect to ι1 and ι2, only the process counter will be preserved in order to provide a
finite characterisation of the summary process ⊥.

channel is not cleared when sending m, then other messages may now be enabled
which are next to be send according to the DCS protocol.

Maintaining a precise process counter allows to eliminate spurious interfer-
ences as ⊥ is now only allowed to send message m to ι′ if there is a set of messages
M with m ∈ M for which the counter of the pair ι′ and M is not zero.

Formalising the ideas sketched above, we define the refined DTR topology
evolution that modifies and respects the status of the process counter as follows.

Definition 4 (Refined DTR Topology Evolution). Let P be a DCS proto-

col. Two topologies T
♯
1 , T

♯
2 ∈ T ♯

Id′(P) and two process counters Π1, Π2 ∈ PC(P)

evolve under DTR, written (T ♯
1 , Π1)  (T ♯

2 , Π2), if (T ♯
1 , Π1) = (T ♯

2 , Π2), or

T
♯
1  T

♯
2 by (PA), (EM), (PS), or (PD) as defined in Def. 3 and Π1 = Π2, or

if exactly one of the following conditions is satisfied:

Refined Send to Summary (rSS) A process ι ∈ dom(T ) synchronises with
⊥ on transitions trs, trr as defined in Def. 3.(SS) and

Π2 =

{

Π1 if r(trr) = true

Π1[(ι, E) 7→ Π1((ι, E)) ⊕K 1] if r(trr) = false

where E = EP(q′(trr), c(trr)).
Refined Receive from Summary (rRS) A process ι ∈ dom(T ) synchronises

with ⊥ on transitions trs, trr as defined in Def. 3.(RS) if there exists a set
of messages M with m(trs) ∈ M such that

Π1((ι, M)) ≥ 1

and

Π2 =

{

Π1[(ι, M) 7→ Π1((ι, M)) ⊖K 1] if r(trs) = true

Π1[(ι, M) 7→ Π1((ι, M)) ⊖K 1][(ι, E) 7→ Π1((ι, E)) ⊕K 1] else

where E = EP(q′(trs), c(trs)).



In each case, all processes not involved in the current topology evolution are
required to remain the same. ♦

To explain a run of P under refined DTR evolution, we have to specify the
initial process counter corresponding to the initial topology. Note that the initial
process counter may not be zero for all pairs of processes and messages, although
the initial topology does not comprise any processes. The reason is that, at any
time, processes summarised by ⊥ may receive an external message carrying a
process identity from Id′ and thus may communicate with ι′ afterwards. Un-
fortunately, external messages to ⊥ are not visible under DTR evolution, thus
the initial process counter has to cater for this communication possibilities by
enabling an arbitrary number of those messages that follow the reception of ex-
ternal messages in the DCS protocol. In the running example, sending merge
messages from ⊥ to some concrete process ι′ must always be possible, as a pro-
cess summarised by ⊥ may always receive an external message cahead carrying
the identity ι′. Thus we define the initial process counter of P as

Π0((ι
′, M)) :=

{

∞ if ∃tr ∈ succ : m(tr) ∈ ΣX ∧ r(tr) = false ∧

0 else M = EP(q′(tr), c(tr))

for all ι′ ∈ Id′ and M ⊆ Σ.

A sequence of abstract topologies and observers ((T ♯
i , Πi))i∈N0 with (T ♯

i , Πi) 

(T ♯
i+1, Πi+1) for all i ∈ N0 and T

♯
0 being the initial topology, i.e. T

♯
0 = T0, and

Π0 being the initial observer, is called a refined abstract run of P. The refined
abstract semantics of P, denoted JPK

♯R

Id
, is the set of all its refined abstract runs.

The Running Example. Two examples of process counter updating can be ob-
tained by “replaying” the abstract runs from the previous section under the re-
fined abstract evolution. Figure 7 shows the refined abstract run corresponding
to Fig. 4. The important observation is that the (rSS) evolution to topology T3

increase the counter for the pair ι1 and {split} to one, as split is in EP(head, bc).
The subsequent sending of split to ι1 is thereby enabled in (rRS). For the spu-
rious run from the last section however, we expect the refinement via process
counting to obey the evolution from topology (4) to (5). As up to topology (4)
no communication with the summary has taken place, the process counter is still
the initial one. Especially the counter for the pair ι1 and {split} is zero, thus the
summary is not allowed to take this1 transition to reach topology (5).

We observe from Def. 4 that if the evolution (rRS) is possible with some
process counter Π , it is also possible with all process counters Π ′ with Π �K Π ′.
This motivates the following lemma.

Lemma 1. Let T
♯
1 , T

♯
2 ∈ T ♯

Id′(P) and Π1, Π2 ∈ PC(P). If (T ♯
1 , Π1)  (T ♯

2 , Π2),
then for all Π ′

1 ∈ PC(P) with Π1 �K Π ′
1 there exists Π ′

2 ∈ PC(P) such that

(T ♯
1 , Π ′

1) (T ♯
2 , Π ′

2) and Π2 �K Π ′
2. ♦

1 Actually, the refinement blocks all spurious interferences leading to a violation of (2)
such that (2) can be proven to be correct for the platooning system by our method.



T
♯
0

(PA)

Π0((ι1, {merge})) = ∞

T
♯
1

(EM)

ι1 7→ (free, [ ]) Π1((ι1, {merge})) = ∞

T
♯
2

(rSS)

ι1 7→ (fca, [fc 7→ ⊥]) Π2((ι1, {merge})) = ∞

T
♯
3

(rRS)

ι1 7→ (last, [fc 7→ ⊥]) Π3((ι1, {merge})) = ∞
Π3((ι1, {split})) = 1

T
♯
4

ι1 7→ (free, [ ]) Π4((ι1, {merge})) = ∞

Fig. 7. Refined abstract run of platoon. The first column names the topology and
the kind of evolution (cf. Def. 4) to the next topology. The second column shows the
topology in a formal notation and the third column shown the process counter for those
entries that are not zero.

We are now ready to prove the soundness of the refined DTR abstraction.
The crucial point is to see that the process counter is updated in such a manner
that it does not block any valid message sendings from the summarised process.

Theorem 2 (Soundness of Refined DTR abstraction). Let P be a DCS
protocol. Each concrete run of P has an abstract counterpart in the refined ab-
stract semantics of P, i.e. there exist process counters Πi such that

(Ti)i∈N0 ∈ JPK
Id

=⇒ ((αId′(Ti), Πi))i∈N0 ∈ JPK♯R

Id′ ♦

Proof. We show that H ⊆ TId(P) × (T ♯

Id′(P) × PC(P)) with

(T, (T ♯, Π)) ∈ H ⇐⇒ αId′(T ) = T ♯ ∧ (πId′(T ) ⊕K Π0) �K Π

is a simulation relation, that is, for all T1 ∈ TId(P) and (T ♯
1 , Π1) ∈ (T ♯

Id′(P) ×

PC(P)) with H((T1, (T
♯
1 , Π1))) we have

∀T2 ∈ TId(P) : T1 → T2 ∃(T ♯
2 , Π2) ∈ (T ♯

Id′(P) × PC(P)) :

(T ♯
1 , Π1) (T ♯

2 , Π2) ∧ H((T2, (T
♯
2 , Π2)).

Let T1, T2 ∈ TId(P) with T1 → T2. By lemma 1 we are left to show the
existence of a process counter Π2 ∈ PC(P) with (πId′(T2) ⊕K Π0) �K Π2 such
that

(αId′(T1), πId′(T1) ⊕K Π0) (αId′(T2), Π2).

We distinguish between the four cases (PA), (EM), (PS), (PD) of concrete topol-
ogy evolution of Def. 2. In Def. 3, the refined abstract evolution for the cases
(PA), (PD), (EM) do not evaluate the current status of process counter but re-
quires it to remain the same. We thus set Π2 = πId′(T1)⊕KΠ0 in these cases. The
same applies to the (PS) case when either {ιs, ιr} ⊆ Id′ or {ιs, ιr} ⊆ Id \ Id′, i.e.
communication is only among concrete resp. summarised processes. Two cases
for (PS) are left:



(1) ιs ∈ Id′, ιr ∈ Id \ Id′, i.e. a concrete process sends m(trs) to the summary
process. The case for r(trr) = true is trivial as neither a change in the derived
process counter nor in the evolution of πId′(T1) happens. If r(trr) = false, we set
Π2 := (πId′(T1) ⊕K Π0)[(ι, E) 7→ Π((ι, E)) ⊕K 1] with E = EP(q′(trr), c(trr))
according to Def. 3.(rSS). In T2, the effect of ιs sending the message m(trs) to
ιr is that the communication partner sets CPT2(ι, M) with m(trr) ∈ M may be
extended by process ιr. By definition of the derived process counter, this ensures
(πId′(T2) ⊕K Π0) �K Π2.

(2) ιs ∈ Id \ Id′, ιr ∈ Id′, i.e. the summary process sends m(trs) to the concrete
process ιr . As T1 → T2, there exists a message set M ⊆ Σ with m(trs) ∈ M

such that the set of communication partners CPT1(ιr, M) is not the empty set.
Thus (πId′(T1) ⊕K Π0)((ιr , M)) ≥ 1, and we have αId′(T1) αId′(T2).

For showing the existence of Π2, we set Π2 according to Def. 3.(rRS). Again,
the derived process counter πId′(T2) is changed in the same manner as Π2.
Especially the reduction of the process counter for the pair ιr and m is safe as
ιs disappears from the corresponding partner sets CPT2(ιr , M) for m(trs) ∈ M

when computing the derived process counter for T2.

To conclude the proof, we have to show that there exists an abstract topology
T ♯ and a process counter Π for the initial topology T0 such that (T0, (T

♯, Π)) ∈
H . As αId′(T0) = T0 and πId′(T0)((ι, M)) = 0 for all ι ∈ Id′ and M ⊆ Σ, we set
T ♯ = T0 and Π = Π0. This setting implies H(T0, (T

♯, Π)). ⊓⊔

Tool support. Note that the integration of process counting into the DTR ab-
straction can be conducted fully automatically. For a given DCS protocol P, we
calculate the sets EP(q, c) and adjust the abstract transition relation accord-
ing to Def. 4. Recently, we have extended the DCS verification framework of
Rakow [15] by our method and were able to establish properties like (2) for the
car platooning example using standard tools like the SPIN model-checker [8].

Assessment. This section has shown that the observation of communication
sequences allows us to derive information about the existence of communication
partners in the abstracted part of the system. By our method, we are able to
automatically establish properties that DTR alone is not able to prove.

However, the demonstrated approach is not able to eliminated all spurious
message interferences. Firstly, the sets of communication partners only denote a
potential communication. It is possible that a message sending that is enabled by
prior communication is in fact not executable in the original system, e.g. if the
process always gets blocked before. Nevertheless, the summary process is always
allowed to send a message that has been enabled. Secondly, the process counter
falls back to uncertainty if the counter exceeds K. The scenario is possible when
there is a source of unrestricted sendings in the system, e.g. a concrete process
sending perpetually messages without waiting for any answers. We however ex-
pect that such kind of polling only occurs in the low-level physical layer, but not
on the high-level negotiation protocols addressed by DCS protocols. We thus
conjecture that counting up to K = 1 is already sufficient for reasonable DCS
protocols.



4 Related Work

In the literature, analyses of systems that comprise an unbounded number of
processes are mainly developed in terms of a parameterised system S(N), that
is, a parallel composition of N identical finite processes. The task is to prove
properties of S(N) for every N > 1. Various verification approaches have been
proposed, e.g. based an network invariants [10], counter abstraction [14], environ-
ment abstraction [4], or symmetry reduction [7]. However, parametrised systems
have no means of changing the connection topology and basically communicate
via a global shared memory. The problem of a changing link structures is mainly
addressed in the area of shape analysis [17]. However, the links are only among
data cells, i.e. the connected nodes do not exhibit a local behaviour. Dynamic
Communication Systems (DCS) combine the two difficulties of unbounded pro-
cesses and dynamic connections and hence require new verification techniques.
The verification of Java programs with dynamic thread creation is addressed
in [23], based on a 3-valued logic framework. This approach is restricted to
safety properties, while Data-Type Reduction is able to preserve liveness prop-
erties on the concrete part of the system. We have sketched the verification
of DCS already in [2] by combining Data-Type Reduction with global system
invariants that denote all possible communication topologies. These invariants
are computed by a new form of abstract interpretation of graph transformation
rules [1]. This approach is currently worked out in more detail. The ideas pre-
sented in this paper present an alternative approach and we have to investigate
how both relate to each other in terms of effectiveness and performance.

5 Conclusion

Reducing the number of message interferences substantially increases the ap-
plicability of Data-Type Reduction for communicating systems of systems. We
demonstrate that the observation of communication sequences allows us to ob-
tain valuable information about valid communication partners that is normally
dismissed by the abstraction. We thereby extend the idea of manually inferring
and adding non-interference lemmata for DTR refinement to a fully automatic
procedure. The extension itself is based on a variant of Counter Abstraction.

Future work has to evaluate the approach in terms of effectiveness and per-
formance for larger systems. We furthermore work on a formal characterisation
of the “degree of improvement” of DTR by our method, and identify subclasses
of DCS where the refinement leads to a complete abstraction technique.
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