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Abstract. We report on the formal verification of a triple redundancy sensor
voting and monitoring model written in UML using the UML Verification Envi-
ronment (UVE). The original model as provided by Israel Aircraft Industries, Ltd.
(IAI) doesn’t adhere to the UVE modelling guidelines and is large in terms of the
number of objects and the amount of concurrency compared to the capabilities of
the UVE prototype. We describe how we were although able to apply the UVE
and identified a potential mismatch between a requirement provided by IAI and
the model, employing a number of significant abstractions.

1 Introduction

For the development of safety critical systems there is a growing interest in
model-based approaches. This trend of model-based software development is sup-
ported by the recent specifications of the Object Management Group (OMG), in
particular the Model Driven Architecture or version 2.0 of the Unified Modelling
Language (UML) focusing on executable models.

In a formal model-based development process, there is typically a model of
the system under construction given in a formalism with precise semantics which
is complemented by (functional) requirements stated using a visual formalism
like Live Sequence Charts [3] or plain temporal logic, e.g. CTL over terms of the
model. In order to use the model to automatically generate the final implemen-
tation or to use the model as a golden device, i.e. as the reference against which
manual implementations – possibly conducted by external suppliers – are com-
pared, it is desirable to formally verify that the model satisfies the requirements.

The UML Verification Environment (UVE) [13] is an effort in this direction as
it provides formal verification of high level models specified in UML. It employs
finite state model checking to an appropriate representation of the behaviour of
a given executable UML model using the Rhapsody semantics of UML [6, 4] as
there is no universal formal UML semantics yet.

In an executable UML model, the structure is given by a class diagram and
the behaviour has to be completely specified by state-machines and methods.
The case-study discussed in this paper, for example, uses a subset of C++ as
action language.

⋆ This work was partly supported by the European research project IST-2001-33522
OMEGA and by the German Research Council (DFG) within project USE (DA
206/7-3) as part of the priority program “SoftSpez” (SPP 1064).
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If a requirement is found not to hold for a given executable UML model,
UVE generates a counter-example, i.e. a run of the model that doesn’t adhere
to the requirement. Counter-examples are presented in terms of the UML model
employing a sequence- and a timing diagram to aid the designer in first un-
derstanding why the obtained run actually is a counter-example and second to
adjust the model or the requirement, as both may contain errors.

In this paper we report on a case-study we conducted using a UML model
provided by Israel Aircraft Industries, Ltd. (IAI) in their role as industrial part-
ner of the IST OMEGA project. In this article, the focus is on the application of
particular abstractions to yield a model that is treatable with UVE, in contrast
to [13] where the case-study is only briefly mentioned.

While model checking of a particular requirement against a particular model
is principally fully automatic, it is often impractical within a given amount
of time and space. Large models become treatable by (manually) constructing
abstractions, a process which still requires significant amount of expertise. The
strategy for constructing abstractions that we present in the following is a first
step towards a more general methodology as we expect most of the abstractions
to apply (in particular instantiations) to general UML models of safety critical
systems.

A work close to ours is [14], where an Executable UML (xUML) [9] model
of a robot controller is verified using the UML model checker ObjectCheck [16].
The sensor voting system considered in this paper is different in that it uses an
amount of UML outside the scope of xUML and therefore requires the particular
abilities of UVE.

The paper is structured as follows. Section 2 briefly introduces the UML
Verification Environment (UVE) and Sec. 3 outlines the subject of the case-
study, the triple redundant sensor voting system in the version obtained from
the supplier IAI. This version is not compliant to UVE and it is too large to be
directly checked with UVE in a reasonable amount of space of time.

Section 4, the main contribution of this paper, shows how we were never-
theless able to apply UVE to a particular requirement on the case-study and
discovered a potential mismatch between the model and one of the requirements
provided by IAI along with the model. We in particular discuss how the specific
approach presented in this section might generalise to general UML models of
critical systems. Section 5 concludes and discusses further work.

2 The UML Verification Environment

With the UVE tool, requirements on a UML model can be specified and proven
using formal verification. In contrast to testing, formal verification considers
all possible runs of a system, hence being especially adequate in the domain
of critical systems development. UVE uses the VIS [1] model checker, a tool for
automatic formal verification of finite-state concurrent systems and is integrated
in the UML design tool “Rhapsody in C++” offered by the company I-Logix.
The requirements to be verified as well as potentially resulting counter-examples
are described on the level of the UML model. That is, requirements may refer to
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Fig. 1. UVE architecture. Arrows represent data-flows, typically through multiple
tools or stages. Only the most important tools are shown.

variables, states, or events of the UML model. If there exists a run violating the
requirement a counter-example is generated and presented as a sequence- and a
timing diagram referring again to elements of the UML model and so allowing
the animation and retracing of the counter-example in the UML model.

UVE follows a translational approach converting the UML model into the in-
put language of the model checker. The structure and behaviour of the model are
translated into the proprietary high-level intermediate language SSL (cf. Fig. 1)
and successively transformed into an SSL representation without scopes, func-
tions, or classes which translates directly into another proprietary intermediate
language, SMI, that is basically Dijkstra’s guarded commands with rich type
system and expression language. SMI is translated into a special kind of finite
state machines used as the VIS model checker input. During the transformation
several optimisations are conducted. For example the mode of variables and as-
sociations is set to constant if a static analysis determines that their value is
never changed, or statements determined not to be relevant for a requirement
are removed (cone-of-influence reduction).

There are two flavours of UVE differing in the way the UML model is ob-
tained from the design tool before the translation. (R)UVE uses the Rhapsody
API and the generated C++ code, and (X)UVE uses the exported XMI [12]
representation thereby offering the possibility to be adapted to other UML de-
sign tools. Unfortunately there is currently no consensus on the use of XMI with
the effect that XMI is in most cases not exchangeable between tools by different
vendors. UVE currently supports the XMI generated by Rhapsody.

UVE supports different kinds of verification tasks. The simplest tasks, the
drive-to-state or drive-to-property tasks, are for example very useful to automati-
cally check whether a given state or a given configuration of attributes is possibly
reachable and to obtain an counter-example. The appropriate properties are de-
fined in terms of C++ expressions. General safety and liveness requirements of
the model can be stated using the specification formalisms OFFIS patterns [10].
OFFIS patterns are stencils for temporal logical formulas. The most powerful
specification language supported by UVE are LSCs [3], a kind of sequence di-
agrams of strictly larger expressive power that has a full formal semantics [7].
LSCs, for example, provide means to require liveness along livelines.
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To obtain the static structure and the dynamic behaviour of a UML model
UVE considers class diagrams and state-machine diagrams. All other diagrams
are ignored. The action language for state-machine annotations and method
implementations is a subset of C++.

Dynamic creation, deletion, and recreation of objects is supported if the
number of objects alive at a single point in time is bounded by a user-given
limit.

In class diagrams, UVE supports polymorphism (single inheritance and vir-
tual methods) and bounded associations, aggregations, and compositions. Cur-
rently not supported are multiple inheritance and template classes.

In state-machine diagrams, UVE allows hierarchical state-machines, and- and
or-states, triggered operations, and pseudo-states. Further supported are param-
eterised events and event hierarchies by inheritance. Time events and event de-
ferring are currently not allowed; event queues have to be statically bounded.
Recursion and loops are accepted when statically bounded. Integer, boolean, and
pointer-to-object are allowed as types; floating-point values, arrays, and general
pointers are not supported. Note that this enumeration refers to the capabilities
of UVE at time of conducting the case study. In the meantime UVE has further
evolved, e.g. it supports arrays in the current version and there are efforts to
support infinite UML-Models in UVE [15].

For a complete description of features and restrictions of UVE the reader is
referred to [13] and [11].

UVE is more appropriate for this case study than other tools, e.g. like Ob-
jectCheck [16], since it supports a larger subset of UML, e.g. enhanced object
oriented features like virtual methods and triggered operations, and a more con-
venient state-machine language comprising composite states.

3 The Sensor Voting UML Model
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Fig. 2. Flight control computers and their control relation to the physical sensors
and actuators deployed in aircraft. The lines from flight control computers to sensors
indicate which sensor is triggered by which flight control computer. A bold line from a
flight control computer to the actuator indicates the channel written to by this flight
control computer.
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The investigated sensor voting system [8] is taken from the domain of avion-
ics. It models a part of the flight control system that periodically obtains param-
eters of the aircraft from sensors and computes commands for servo actuators
(cf. Fig. 2). As the sensor voting system – comprising the sensors, the flight
control computers, and the channels to the actuators – is safety critical, a very
high reliability is required. To this end, the sensors for each aircraft parameter,
the channels to the actuators, and the flight control computers are implemented
triple redundant. The instance of a sensor voting system shown in Fig. 2 reads
sensors for two kinds of parameters, namely an angle and a velocity, and com-
mands a single actuator.

Sensors are operated by the sensor voting system in the following phases.

acquire: each flight control computer triggers one sensor of each kind of pa-
rameter to conduct a measurement and to write the measured value to the
shared memory, e.g. in Fig. 2, FC3 triggers the bottom-most angle and ve-
locity sensors;

sample: each flight control computer reads the values of all sensors and all
kinds of parameters from the shared memory, i.e. in Fig. 2, each flight control
computer reads three values for the angle and three values for the velocity;

vote: each flight control computer decides whether a sensor’s value is considered
to be correct or faulty based on a comparison of the three values read in the
last phase. That is, it is principally possible that one flight control computer
considers a sensor correct while another one considers it failed, e.g., if both
receive different values due to transmission errors when reading from the
shared memory.
Two sensors are considered correct if the difference between their measured
values lies within a fixed tolerance. The third sensor is considered correct if
the difference of its measured value lies within a fixed tolerance to any of
the two other sensors.

monitor: each flight control computer stores the result of the last voting using
one monitor for each sensor. The overall number of failures is counted and if
a sensor fails more often than a fixed maximum, it is marked as out of order.

compute: each flight control computer computes the arithmetic average of the
values sampled by all sensors that are considered correct and are not marked
as out of order. Thus there is one final value per kind of parameter in each
flight control computer. If no sensor is considered correct, an error value is
the result of the compute phase, but this error value is actually not handled
in the concrete model.

After these phases, each flight control computer computes an actuator command
from the final values for each parameter kind, e.g. from the angle and the velocity
in Fig. 2, and writes it to its channel, i.e. the connection to the actuator.

Each flight control computer votes and monitors the three channels based
on the command values as read back from the channels, i.e. each flight control
computer has an individual perception of each channel’s health. The effect of the
channel voting lies, in contrast to the sensors, outside the scope of the model,
i.e. the result is actually not used in the model.
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An (execution) cycle of a flight control computer comprises the operation of
sensors in the phases described above, the computation of the actuator command,
and the voting and monitoring of channels; the sensor voting system periodically
executes cycles.

Figure 3(a) shows an object diagram of the model. For readability, it shows
only a single flight control computer, instead of all three, with its two sensor
voting modules and one channel voting module.

The cycles of a flight control computer as explained above are implemented
by the objects of classes SysRun, SysModel, and FC. The cycles in SysModel are
triggered by SysRun that in turn is triggered by an associated object of class
RTC representing a real-time clock. The actual implementation of the cycle by
a state-machine is discussed below.

The class SensorVoteAndMonitor provides methods for all phases on sensors
as introduced above. Each object of this class is responsible for one parameter of
the aircraft, for example, in Fig. 3(a) the upper one could be responsible for the
angle and the lower one for the velocity. Each SensorVoteAndMonitor references
three sensors and (indirectly) owns a set of Monitor objects and an object of class
Voting that encapsulates the voting and monitoring functions. All monitoring
and voting objects of an FC share an object of class HealthMonitor to keep track
of sensor failures. This is where sensors and channels may be marked to be out
of order.

In the example, the FC is connected to two SensorVoteAndMonitor objects
thus measuring two parameters of the aircraft as assumed in Fig. 2. This is no
inherent restriction of the model, it is designed to be adapted to any number of
aircraft parameters.

Figure 3(b) shows the most relevant inheritance relations in the model in a
class diagram. As voting and monitoring is the same for sensors and channels,
there is a class VoteAndMonitor that is specialised for sensors and channels.
The specialisation for sensors, for example, adds a method for computing the
arithmetic average value of the correct sensors.

The class Device provides an abstract interface for reading and writing shared
memory using events and virtual methods and is specialised by MuxBus that
corresponds to the shared memory shown in Fig. 2.

The central state-machine, belonging to SysModel, is shown in Fig. 3(c). It
implements the execution cycle as introduced above, i.e. once a new cycle is
started (triggered by an object of class RTC modelling a real-time clock) by
event evCycle, all sensors are acquired. After a fixed number of ticks from the
RTC, the SysRun sends an event dtVoting. The acquired values are then read
from the shared memory, the sensors are voted and monitored, and the resulting
arithmetic average values are transferred to the FC. After another fixed number
of ticks, SysRun sends an event dtFC on which the command value is obtained
from the FC and written to the channel controlled by this FC. After another
fixed number of ticks, SysRun sends an event dtMonitoring on which the channels
are voted.
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:MuxBus

:Monitor :Monitor :Monitor

:MonitorList :Voting

:SensorVoteAndMonitor
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(a) Object diagram of one flight control computer and the associated voted and
monitored sensors and channels. The sensors acquired and the channel written to by
this flight control computer are marked with an asterisk (‘∗’). The three objects of
classes SysModel, SysRun, and RTC are active.

VoteAndMonitor

SensorVoteAndMonitor ChannelVoteAndMonitor

Device

MuxBus

(b) Inheritance relations in the sensor voting model.

Wait Acquire

Vote

GetFCMonitor

evCycle/

acquireSensor();

dtVoting/

readSensorsData();

sensorVoting();

broadcastSensorData();

dtFC/

getFCValues();

dtMonitoring/

readCommandValues();

channelMonitor();

Running

Init

Cleanup

T

evStart/

init();

evStop/

cleanup();

evEnd/

(c) The state-machine of class SysModel controls the cycle of sensor acquiring, sam-
pling, and voting and monitoring, the transfer of values from the flight control computer
to its channel, and finally the voting and monitoring of channels.
Event evCycle is (indirectly) sent by the RTC object. Events like dtVoting are gener-
ated by the SysRun object after a fixed number of ticks from the RTC. That is, there
is a fixed amount of RTC ticks assigned to each phase of the behaviour.

Fig. 3. Parts of the original sensor voting model.
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Other classes with state-machines are Monitor with three states, SysRun
with a state-machine similar to SysModel as it is able to control a number of
additional, non-monitored sensors, RTC with two states, and Device with three
states. The remaining behaviour, e.g. the voting algorithm, is provided as meth-
ods written in C++.

IAI provided a fully executable UML model of the sensor voting system as
described here written with I-Logix’ “Rhapsody in C++”. Being fully executable
means that Rhapsody generates C++ code that, if compiled and linked against
an event-handling framework provided by I-Logix, yields a runnable binary. The
Rhapsody code generator can instrument the code s.t. the binary connects at
runtime to a running Rhapsody. Rhapsody then graphically traces, e.g., in which
state each state-machine in the binary is and thereby provides an animation of
the model.

4 Formal Verification of the Sensor Voting UML Model

The aim of the case-study we report on in this paper was to apply UVE in order
to formally verify a set of crucial requirements for the sensor voting system as
presented in Sec. 3. The requirements have been provided by IAI in form of
natural language text along with the model. One of them is the correctness of
the voting algorithm or, more precisely, that if just after the voting phase (cf.
Sec. 3) there is at least one sensor of one kind of parameters voted correct and
not out of order, then there is at least one sensor of this kind of parameters
which is voted to be correct and whose value deviates at most δ/2 from the
computed arithmetic average value, where δ is the sensor tolerance. Figure 5
gives a formalisation of this requirement.

In order to verify this requirement with UVE, there are two obstacles. First
of all, the UML model has to comply to UVE’s modelling guidelines that restrict
the use of certain features of UML and the C++ language (cf. Sec. 2). Some of
the restrictions given by the modelling guidelines arise since they are considered
to be out of scope for UML model checking, e.g. services of the underlying
operating system like file I/O operations. Other restrictions are given since they
allow for more compact representations of the model, e.g. disallowing pointer
arithmetics (even in arrays) is a basis for UVE’s representation of objects. A
third category of restrictions stems from the prototype status of UVE. Some
features of UML, like timeout events and arrays, were simply not supported by
the early UVE version that has been used for the case-study.

The second obstacle is the well-known state explosion problem of model
checking. That is, the complexity of conducting a model checking task, e.g. to
prove the requirement given above, grows in the worst case exponentially with
the number of objects in the system. The number of active objects in the system
additionally raises the complexity.

Only by looking at the object diagram in Fig. 3(a) one can estimate that the
model is large and that it is expensive (in terms of space and time) to verify it
unless significant reductions take place, since Fig. 3(a) shows only the objects of
one flight control computer of which we have three in the full model.
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There are a number of automatic techniques to reduce the complexity that are
typically applied first, the most prevalent being cone-of-influence reduction [2]
that computes from the model description those variables that can possibly in-
fluence a given requirement. All other variables, or attributes, can safely be
removed. Unfortunately this technique doesn’t apply well to UML models since
the event queue shared by nearly all objects has the consequence that this static
technique usually has the result that all objects possibly influence all other ob-
jects and thus nothing is removed from the model.

A technique specific for UVE is the crystallisation of aggregations [13]. That
is the pre-computation values of those links that can statically be identified to
be constant during runtime. These links are then explicitly turned into constants
and hence don’t contribute to the model checking complexity any more.

Similarly, the initial step of the system where all objects are created and
started can be pre-computed. After the initial step, many links and attributes
are never written again and can also be turned into constants.

If the reductions obtained by the automatic techniques is insufficient, the
model can manually be reduced. For example by choosing more efficient encod-
ings or by removing redundancy from the model.

For the sensor voting model this is still not sufficient. So we constructed a
non-exact abstraction, i.e. a modification of the model s.t. the behaviour of the
modified model includes the behaviour of the original one. Being able to establish
a requirement on the abstract model then implies that the requirement also
holds for the original model while obtained counter-examples may be spurious.
Although, this is decidable in bounded models by simply replaying the counter-
example using the animation. If the counter-example is replayable, then it is not
spurious. And then it gives valuable hints about possible bugs in the design.

When applying abstractions manually, as we have done in this case-study, the
results of UVE have to be taken with great care since in addition to UVE itself
not being certified, there is the risk that additional errors are introduced into the
model when constructing the abstraction. If a requirement can be established for
the abstract model, then it actually only holds for the concrete model assuming
that the abstraction has been properly constructed and no new errors have been
introduced. To complete a proof of a requirement, this assumption has to be
discharged in addition to the original requirement.

Nonetheless this case-study shows the relevance of realisations of formal ver-
ification techniques for UML. First of all, we have discovered a non-obvious
discrepancy between the behaviour of the original model and the requirements
specification, showing UVE to be valuable as a debugging aid. Secondly, some
of the abstractions show potential for automatisation, for example the detection
of some redundancies. An automated procedure is less error-prone and can be
certified to yield correct abstractions by construction.

The rest of this section is structured as follows. In Sec. 4.1 we discuss in some
detail how UVE compliance has been achieved in order to give a feeling for the
power of UVE in spite of the substantial catalogue of restrictions. Most of these
modifications of the model are independent from the studied requirement.
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In Sec. 4.2 we provide the formalisation of the requirement given above and
elaborate on the (non-exact) abstractions we have applied in order to be able
to use UVE. These modifications depend on the requirement in that they, for
example, exploit that the considered requirement doesn’t refer to the channel
voting.

By applying UVE to the abstract model we actually discovered a discrepancy
between the sensor voting model and the requirement on the voting algorithm as
given above. This is discussed in Sec. 4.3. Section 4.4 gives approximate figures
on the runtimes for the particular verification task from Sec. 4.3.

Note that we actually used a number of different versions of the sensor vot-
ing model that have been continuously negotiated with the provider. The one
presented in Sec. 3 is the most sophisticated. As model checking experiments
have been conducted on many intermediate versions, the strategy we elaborate
on in the following is the essence of all these efforts: if the case-study started
anew today with the model from Sec. 3, results with UVE would be obtained
applying the following strategy.

4.1 Achieving UVE Compliance

The full model doesn’t adhere to UVE’s modelling guidelines that restrict the
use of certain features of UML and the C++ language (cf. Sec. 2).

The major issues in the example were the use of file I/O for logging and con-
figuration purposes, floating point arithmetics in the computation of arithmetic
averages, and the use of integer arrays, that the UVE version used for the case
study did not support.

File I/O for logging purposes has completely been removed from the model
since it doesn’t contribute to the behaviour of the model to be checked. File
I/O for configuration purposes, i.e. the possibility to use a file to select between
configurations of non-voted sensors and to feed a sequence of sensor values to the
model, has been eliminated by hardcoding a configuration of non-voted sensors
that configures no non-voted sensor since the requirement doesn’t refer to non-
voted sensors. Concerning sensor values we employ a feature of UVE that allows
to consider certain attributes as inputs. The model checker then examines all
possible values. Obtaining sensor values using inputs instead of reading them
from a file is the appropriate representation, since when model checking the
system one indeed wants it to be checked for all possible combinations of sensor
values.

Floating point arithmetics has been replaced by a manual discretisation s.t.
we finally use only integer types. Internal arrays of, e.g., the MuxBus were re-
placed by a newly introduced class ValueArray that implements array function-
ality using only the subset of C++ supported by UVE.

4.2 Treating Complexity by Abstraction

From the perspective of model checking UML models, the compliant sensor
voting model is large since it comprises
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:HealthMonitor

:MuxBus

:Monitor :Monitor :Monitor

:MonitorList :Voting

:SensorVoteAndMonitor

:Sensor
∗

:Sensor

:Sensor

:MonitorList :Voting

:Monitor :Monitor :Monitor

:SensorVoteAndMonitor

:Sensor
∗

:Sensor

:Sensor

:Monitor:Monitor:Monitor

:MonitorList:Voting

:ChannelVoteAndMonitor

:Channel
∗

:Channel

:Channel:ValueArray

:ValueArray

:ValueArray

:FC

:SysModel :SysRun :RTC

(a) Object diagram of the abstracted voting and monitoring model. Dashed lines
indicate objects and links present in the full model (cf. Sec. 3) but removed in the focused
model used for verification. The shaded ValueArray objects are added for verification
in order to satisfy UVE modelling guidelines.

Wait Acquire

Vote

GetFCMonitor

evTick/c = 0;

acquireSensor();

evTick[c<4]/c++; evTick[c≥4]/c = 0;

readSensorsData();

sensorVoting();

broadcastSensorData();

evTick[c<3]/

c++;

evTick[c≥3]/

getFCValues();

dtMonitoring/

readCommandValues();

channelMonitor();

Running

(b) State-machine of the abstracted sensor voting model. The separate events for
each phase, e.g. dtVoting, that are in the full model sent by the SysRun object based
on counting ticks of the RTC, are removed. The state-machine of class SysModel shown
above now directly counts time ticks that are modelled by evTick events sent from the
environment.
Gray transition annotations indicate functionality that is not used in the abstract model
since the requirement only refers to the voting of the sensors. This functionality is no
longer present in the abstract model.

Fig. 4. Abstract sensor voting model.
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– about 74 objects of user-defined classes, where inherited parts also count as
objects due to the representation of inheritance in UVE, e.g. a single MuxBus
object counts as two objects: one Device and one MuxBus ;

– 12 objects have state-machines that consume 12 different kinds of events,
– four active classes, the three explicit ones RTC, SysModel, and SysRun plus a

global one from the Rhapsody framework whose thread all remaining objects
are assigned to; this results in ten active objects at runtime of the full model;

– significant amounts of arithmetics on sensor values, e.g. computing the arith-
metic average which involves floating point types;

– large arrays, e.g. the MuxBus employs an array of 1024 integers; and
– some data is stored redundantly in different attributes.

As explained in the introduction to this section, the model was (expectedly)
found to be far too large to be directly treatable with UVE even with the com-
plexity reductions automatically applied by UVE.

The manual removal of complexity from the model in order to obtain results
in a given amount of time and space was conducted with the aim to keep the
changes minimal and simple, in particular to be able to track changes in the
original model also in the abstract model

One simple abstraction is the elimination of redundancies and to make the
domains of all types as small as possible. The correctness of such model transfor-
mations is more or less obvious. A standard adjustment is the choice of the right
domain for integers. Models typically don’t use a full range of 32 or 64 bit. For
the sensor voting model, a range of [−8, 7] has been used. When introducing the
new class ValueArray, the array sizes have been adjusted to a minimal amount,
e.g., no longer using 1024 places in the MuxBus. Additional smaller changes com-
prise, for example, that some attributes could manually be identified to actually
be constant.

A next step addresses behaviour that does obviously not contribute to the re-
quirement. For example, most behaviour for system shutdown has been removed
as we consider the system to be reactive and non-terminating. Thereby a number
of events for system shutdown became obsolete. Similarly, the channels and their
voting and monitoring can be removed from the model since they don’t affect
the studied requirement. This leads to both a leaner structure and behaviour.

Furthermore, some behaviour can be encoded more efficiently. For example,
the state-machine of class SysModel has been modified to react directly on events
of the new type evTick modelling passing time. evTick events are declared to
be sent by the environment at any point in time. In other words, the model
checker is able to notify the SysModel any time about passed time, thereby
abstracting from the particular timing in the executable model. Since we use
a configuration without non-voted sensors, the objects of class SysRun can be
removed if the actions that trigger the computation of the arithmetic average is
moved to SysModel.

Evidently all these steps are not sufficient to treat the major cause for com-
plexity in the example, namely the sheer amount of objects and links. Therefore
the model has been focused to the object diagram shown in Fig. 4(a). As the
requirement applies to all flight control computers and all kinds of aircraft pa-
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let

s := root → p System → itsSensors,

m := s → itsMonitorList,

d := root → p System → itsDevice

in

root→p System→IS IN(Done) ∧ (m→itsMonitors[0]→IS IN(Ok)

∨ m→itsMonitors[1]→IS IN(Ok)

∨ m→itsMonitors[2]→IS IN(Ok))

=⇒ (|s→finalData − d→memBuffer[1]| ≤ δ/2 ∧ m→itsMonitors[0]→IS IN(Ok)

∨ |s→finalData − d→memBuffer[2]| ≤ δ/2 ∧ m→itsMonitors[1]→IS IN(Ok)

∨ |s→finalData − d→memBuffer[3]| ≤ δ/2 ∧ m→itsMonitors[2]→IS IN(Ok))

Fig. 5. Formalisation of the requirement as introduced in Sec. 4. It directly corre-
sponds to a C++ expression that is used to instantiate the corresponding pattern from
the OFFIS pattern library (cf. Sec. 2). Note that it is a state invariant, that is, an
invariant that doesn’t employ temporal modalities.
p System denotes a top-level object of the model that is not part of any other object.
In UVE expressions, top-level objects can be navigated from a (virtual) root object
denoted by ‘root ’.

rameters independently, it is by symmetry [5] sufficient to consider only one
flight control computer and within this one only a single kind of value, and thus
a single set of sensors and voting and monitoring objects. The remaining flight
control computers are not necessary to trigger their sensors, since sensor values
are obtained as inputs, i.e. at the point in time when they are read. This has,
in addition to a smaller number of objects whose attributes need not be repre-
sented, the effect that links can be encoded using types with smaller domains.
Fewer objects simply need a smaller domain of identities.

The remaining major cause for complexity is the large number of active
objects, i.e. the concurrency in the model. Recall that both classes RTC and
SysRun have been removed from the model. So SysModel remains as the only
active class in addition to the global thread all other objects run in. As the
actions of SysModel are synchronised with the rest of the model, it need not
remain active. The model with active SysModel is equivalent to a single thread
model.

Finally we obtained a model structured similar to the one shown in Fig. 4
with about 16 objects, 8 of them with state-machine, and only 4 kinds of events
all running in a single thread.

4.3 Verification Result

Applying UVE to the finally obtained abstract model yields that the requirement
on the voting algorithm as formalised in Fig. 5 doesn’t hold. The counter-example
reveals the following non-obvious issue. Consider three sensors s1, s2, s3 with
values s.t. the distance between the value of s2 and the values of s1 and s3 is
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smaller than the tolerance,

d(v(s1), v(s2)) ≤ δ, d(v(s2), v(s3)) ≤ δ,

but s1 deviates from s3 by more than the tolerance,

d(v(s1), v(s3)) > δ.

By the first two inequations, all sensors are voted correct. Now if s2 has failed
in the past and is currently considered to be out of order, then only s1 and s3

contribute to the arithmetic average. And both have a distance larger than δ/2
from the arithmetic average. This violates the requirement stated in Sec. 4.2.

4.4 Verification Runtimes

Technically, we distinguish three phases of a verification task. Firstly, the model
generation, i.e. compilation of the UML model into a finite state machine (FSM)
palatable for the underlying VIS model checker [1], secondly, actual model check-
ing, and thirdly – undoing optimisations of the VIS on the level of the FSM –
the completion and back-translation of the counter-example to terms of the UML
model.

For the focused sensor voting model, model generation is performed in the
order of 15min., model checking in the order of 90min., and completion in the
order of hours.4

The reason for the latter is not fully understood. We conjecture that the
presence of the event queue and the asynchronous nature of UML models is
responsible for the large overall verification time when compared to, e.g., FSMs
of roughly the same size but stemming from a synchronous modelling domain
like Statemate statecharts.

5 Conclusion

We have reported experiences from a successful case-study of model checking
for UML using the UVE tool-set. Given a thorough understanding of the model
and appropriate experience in the application of UVE, it is possible to formally
verify invariants for a UML model of a safety critical system like the sensor
voting system using a manually derived abstraction. The instances of the applied
abstractions depend on the studied requirement, but we expect the strategy to
apply to general UML models of safety critical systems.

Further work comprises better integration of the abstractions s.t. the abstract
model is automatically obtained from the original by applying abstraction oper-
ations and to investigate the automatic application of abstractions like focusing
on particular cases justified by symmetry [5].
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